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*The risk to the payment environment
*Payment Security Risk: getting the simple things right

*Reducing the effort to be secure

Retail Fraud Conference 20 April 2010



VISA

L
——

40Oo0 0012 345k 7899
e 12710

CARDHOLDER NAME




VISA

-

VALUE
WEAKNESS

N




Securing the environment — it’s VISA
complicated !!!
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And 1t involves a lot of stakeholders VISA

Merchants

Vendors N Service providers

Communication links / Card schemes

Banks
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Storing cardholder data VISA

If you don’t need it don’t store it
Delete sensitive authentication data after authorisation

If you store cardholder data you must do one or more of the
following:

Truncate
Hash
Encrypt




Basic Principles VISA

Protect
Devalue

Eliminate




Sensitive authentication data VISA

» Used in conjunction with card number and expiry date to
facilitate card-present and card-absent fraud

« The single biggest invitation you can give to an attacker

* 90%-+ of all compromises at entities that are storing sensitive
data

« Getting rid of it instantly makes you less attractive — more
secure




Default Passwords VISA

One of the biggest root causes of data breaches
It is crucial to always:

1. Change your default passwords on all systems
Immediately

2. Use complex passwords
3. Monitor for suspicious activity on your systems
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SQL Injection: the threat

VISA

SQL Injection attacks are just as dangerous as default

passwords

Never trust user input

HI, THIS 1S

WE'RE HAVING SOME
COMPUTER TROUBLE.

\%W

YOUR SON'S SCHOOL.

OH, DEAR - DID HE
BREAK SOMETHING?

IN HWHY /

S

DID 'YOL) REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students;-- 7

!

~ OH. YES UTTLE
BOBBY TABLES,
WE CALL HIM.

WELL, WEVE LOST THIS

YEAR'S STUDENT RECORDS.
T HOPE YOURE HAPPY.

{

AND I HOPE
~~ YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INPUTS.

Xkcd.com
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Data Security Strategy VISA
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Data field encryption

Data Field
Encryption:

Encrypting such that

the merchant
environment has no
access to clear-text
cardholder data

VISA



Data field encryption VISA

Segmenting
Device

Segmenting
Device

Point of Decryption

Encrypting PEDs

Internal or Public
Network

: . PCI Compliant Zone
Data Field Encryption

PCI Compliant Zone

PCI DSS - Visa Europe Public




Tokenization VISA

Token Server

Payment
Server

v Data Store

Merchant!

Key Server Servers
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Data field encryption VISA

Treating Account Data like PIN data

PCI DSS

Device
Requirements

PCI PIN

: PA-DSS
(Equivalent) \

Software
Requirements

Key Management
Requirements

‘ Fully validated End-to-End Encryption Solution
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The industry’s first specification for Data VISA

Field Encryption

A comprehensive guidance
document describing the key
management practices that would be
necessary to support encryption
solutions

Based on 5 key security objectives

Aimed at consolidating industry best
practice

All resources available at

http://www.visaeurope.com/aboutvisa/security/
ais/resourcesanddownloads.jsp

VISA

Visa Europe

Data Field Encryption:
Device and Key
Management Guidance

Version 1.0

March 2010

~




Summary VISA

The way criminals commit fraud has evolved and is more organised
and innovative

Wholesale thefts of cardholder data means that data compromise is
high on the risk agenda

There are more touch points in the flow of transactions, each one of
them representing a potential risk

Security Is everyone's responsibility - but there are standards and
guidelines to help consolidate the industry

Emerging technologies such as data field encryption provide new ways
to comply with PCI DSS

Visa is working alongside others in the payment industry to support
retailers in reducing losses through fraud



VISA

Your questions
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