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Consumer Confidence
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•73% of consumers surveyed in the United States, France and Great Britain say that more 

stringent standards are required before they will trust the security of their card 

transactions.*

•46% are concerned about the potential for a security breach when paying with their 

cards.*

•62%  percent of consumers to feel particularly worried about using their card and PIN to 

make a purchase if the outlet had suffered a data breach.*

•84% Eighty-four percent say that companies that suffer a data breach should be required 

to make the incident public.*

*Source : Survey from Secure POS Vendor Alliance (SPVA), 
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So Many Standards, So Little Time:
Global Payments Security Standards Efforts
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Global Standards Local StandardsGlobal Compliance

Source: Secure POS Vendor Alliance

United States

http://usa.visa.com/index.html
http://www.discovercard.com/


VERIFONE COMPANY CONFIDENTIAL

The Cost of PCI Compliance continues to accelerate

Merchants / Tier 2006 (M) 2008 (M)

Tier 1 360 $       204.5 $      1,057.3 

Tier 2 975 $       362.8 $      1,413.7 

Tier 3 2,617 $       327.1 $         441.2 

Annual Totals $       894.3 $      2,912.3

Source: Gartner, Mercator Advisory Group

Estimated PCI Compliance Costs by Merchant Tier

Xacts / Year
2006 Spending / 

Merchant
2008 Forecast / 

Merchant
CAGR

Tier 1 Over 6 million $                568,000 $              2,937,000 127%
Tier 2 150,00 - 6 million $                372,000 $              1,450,000 97%
Tier 3 20,000 - 150,000 $                125,000 $                  168,606 16%

Estimated PCI Compliance Costs per Merchant by Tier (Total Spending by 

Merchant Tier)
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Potential PCI Compliance Cost Savings of E2EE
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Limiting the Scope of Compliancy can reduce costs, Merchants have considerable 

incentive to examine end to end encryption.

Scenario Cost
Scope 

Reduction
Savings

Scenario 1 - Low 

Annual Compliance Assessment by QSA 250,000$                    25% 62,500$                   

Compliance Maintenance 1,000,000$                20% 200,000$                

Annual Savings 262,500$                

Scenario 2 - Moderate  

Annual Compliance Assessment by QSA 1,500,000$                25% 375,000$                

Compliance Maintenance 3,000,000$                20% 600,000$                

Annual Savings 975,000$                

Scenario 3 - High  

Annual Compliance Assessment by QSA 3,000,000$                25% 750,000$                

Compliance Maintenance 5,000,000$                20% 1,000,000$             

Annual Savings 1,750,000$             

Source: Mercator Advisory Group 2009
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More Cost Saving

ÅFormat Preserving Encryption (FPE) dramatically reduces the 

costs of Payment Infrastructure replacement.

ÅFPE can significantly reduce the cost and scope of achieving 

and maintaining PCI DSS compliance.
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IMPACT OF END-TO-END ENCRYPTION

VeriShield Protect will

reduce PCI DSS Scope

ON PCI DSS SCOPE REDUCTION
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Breach 
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to

Breach 
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to
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STOPPING THE ASSAULT ON THE PAYMENT CARD SYSTEM

Data 

Elimination

We moved from ...

We need to move to ...

From the moment

a card is read

To a secure endpoint 

outside the retailer

Data Elimination
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Going Beyond Industry Standards:  End to End Protection

Data Security Gaps

(If they align, there 

could be a breach)

The industry is calling for 

another layer of defense that 

makes stolen data unusable

13



VERIFONE COMPANY CONFIDENTIAL

Uncomfortable Realitiesé

Under todayõs interpretation of PCI compliance, if a 

currently compliant merchant suffers a data breach, 

they are, by definition, ònon-compliantó.  

PCI Compliance Í  Safe Harbor

PCI Compliance Í  Foolproof Security

No two retail systems are alike, so no single solution 

can protect against a data breach.  Your only as 

secure as the next system software or hardware 

upgrade, human error,  or yet to be discovered 

security hole.
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VeriShield Protect ðVeriFoneõs E2EE Solution

ÅEnd to End Encryption explained
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Deja Vu ðRemember Chip and PIN?

ÅA burden on retailers and merchants

ÅSuccessful solutions were:

ðCompliant

ðEasy to implement

ðEasy to use

ðWorked with existing retail POS environments

ÅAnalogies with data security / PCI DSS?
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ACQUIRER/

PROCESSOR

VISANET ISSUERGATEWAYMERCHANT

DEVICE

MERCHANT 

DATA CENTER

One òendó of end to end encryption is at the POS payment device, the other òendó is on the network.

POS {payment 

Device level

applications that 

encrypt card data.

Network level applications

that decrypt and monitor.

good
better

best

Data Encryption Zone

1717



VERIFONE COMPANY CONFIDENTIAL

End to End Encryption for Comprehensive Protection

• Encrypts data at card read

• Cardholder data encryption

• Transaction monitoring

• Compliance reporting

• PCI asset tracking

• Key management

• Annual key exchange

• Remote key loading

• Application certification

• Follows PIN security standards

•Magnetic stripe credit & debit

•Contactless

•EMV/ Chip & PIN

Payment

Types

•Integrated terminals

•Stand-alone terminals

•Keyboard wedge

•Manual key entry device

•Unattended & fuel pumps

Payment

Devices

18
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VISA Data Field Encryption Best Practices

Security Goal Best Practice

Limit clear text availability of 
cardholder data and sensitive 
authentication data to the point of 
encryption and the point of 
decryption. 

1. Clear text cardholder and authentication data shall only be available at the point of encryption and decryption. 

2. All cardholder data shall be encrypted using only approved encryption algorithms (e.g. AES, TDES). 

3. All cardholder data and authentication data shall be encrypted except the first 6 and last 4 digits of the PAN.

4. Sensitive authentication data must not be stored after authorization even if encrypted (per PCI DSS). 

Use robust key management 
solutions consistent with 
international and/or regional 
standards. 

5.  Keys shall be managed per ANSI X9.24/ISO 11568 within Secure Cryptographic Devices  such as a PED, HSM, etc.

6.  All keys and key components shall be generated using an approved random process such as NIST SP 800-22. 

7.  Documentation describing key management solution must be made available upon request for evaluation purposes.

8.  a) Keys shall be conveyed in a secure manner such as the key X9/TR-34 Interoperable Method for Distribution Keys

8   b) If remote key distribution is used, mutual authentication of the sending and receiving devices shall be performed.

9.  Keys used in the data field encryption process must be unique per device

Use key-lengths and 
cryptographic algorithms 
consistent with international 
and/or regional standards.

10. Encryption keys shall have strength of at least 112 equivalent bit strength.

11. FPE must be evaluated by an independent security evaluation organization and subjected to a peer review.

Protect devices used to perform 
cryptographic operations against 
physical/logical compromises.

12. Devices used to perform cryptographic operations should undergo independent assessment to ensure that the 

hardware and software they are using is resilient to attack.

13. Keys shall be protected against physical and logical compromise. Public keys shall be protected from substitution 

and their integrity and authenticity shall be ensured.

Use an alternate account or 
transaction identifier for business 
processes that requires the 
primary account number to be 
utilized after authorization,.

14. If any cardholder data  is needed after authorization, a transaction ID or token should be used instead.    

19

VeriShield Protect Meets Visa Data Field Encryption Best Practices
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VISA Data Field Encryption Best Practices

Security Goal Best Practice

Limit clear text availability of 
cardholder data and sensitive 
authentication data to the point of 
encryption and the point of 
decryption. 

3. All cardholder data and authentication data shall be 

encrypted except the first 6 and last 4 digits of the PAN.

Use robust key management 
solutions consistent with 
international and/or regional 
standards. 

Use key-lengths and 
cryptographic algorithms 
consistent with international 
and/or regional standards.

Protect devices used to perform 
cryptographic operations against 
physical/logical compromises.

12. Devices used to perform cryptographic operations 

should undergo independent assessment to ensure that 

the hardware and software they are using is resilient to 

attack.

13. Keys shall be protected against physical and logical 

compromise. Public keys shall be protected from 

substitution and their integrity and authenticity shall be 

ensured.
Use an alternate account or 
transaction identifier for business 
processes that requires the 
primary account number to be 
utilized after authorization,.
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VeriFone Hidden Encryption Explained

VHE Encrypted Data

PAN   

Standard Track

Data

Encrypted

Data with format

& routing preserved

“Dual-Cipher Encryption”
The PAN and Discretionary Data 

fields are encrypted using two 

unique encryption keys

VHE Encrypted Data

Track data is encrypted at card read via an AES based method that provides 

strong encryption. The algorithm reformats the data in a manner that the POS 

system perceives as unencrypted data. 
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Solving the Basic Incompatibility of Encryption

4356887600331588=08119212884426940234
Clear Track 2 or Equivalent Data

Clear

Data

Track Data Compatibility / Impact to POS

Track Data Encrypted with Triple DES                                                                         

(Three eight byte DES blocks encrypting track 2 data) 

0xb524190b811cbe5cd550892da8168a4c7d5d651f50892da8Triple DES
+37% Payload

Track Data encrypted with AES                    

(Two sixteen byte AES blocks encrypting track 2 

data)

5d1ef20dced6bcbc12131ac7c54788aa6743C3D1519AB4F2CD9A78AB09A511BDAES
+70% Payload

4356882981011588=20017632108900331272
Track Data encrypted with

Hidden Encryption(VHE)

VeriShield

ProtectÊ
(VeriFone Hidden EncryptionÊ)

òFormat Preserving Encryptionó
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Tamper

Resistant
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TRSM Encryption

Card Acceptance Device

Application

Card

Request

Encrypted

Card Data
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In-store LAN WAN

In-Store Controller
Retail Switch Processor

VSDMSÊVeriShield® 

Protect

Decryption

Appliance

Monitors Device StatusEncryption module in 

VeriFone O.S.

DA manages device 

keys & decrypts 

transactions

Status 

Messages

Typical Retail Solution

24
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ALERTS
Å New alerts available in real-time whenever 

the POS device status has changed:

ð Encryption-enabled

ð Device compromised

Å Risk Mitigation ðNo time elapses between a 

compromised device and notification. Alert is 

detected and available in real-time.

Å Case Management - Ability to view, open or 

close alerts with user profile tracking.

VSDMSÊ Benefits and Features

MERCHANT COMPLIANCE
Å Real-time view of merchant compliance 

portfolio:

ð Encrypting vs. non-encrypting devices

Å Provides internal controls needed for 

regulatory compliance (Rule 404).

A02 - POS Device Encryption Disabled

A04 - Suspected Reply Attack

A06 - Suspected Physical Tampering 

A07 - Unrecognized POS Device

A08 - POS Device Not Responding

A10 - CDMS Functionality Compromised

A11 - Unauthorized Command Card 

Attempt

A12 - Device Suspended 

A13 - Unrecognized MID 

Merchant

25



Processor / Network Support for VSP

TNS Partnership Provides Managed 

End-to-End Encryption for Merchants and Acquirers

- Apr. 20, 2009

VeriFone Extends End-to-End Encryption

Across Product Lines 

ðApr. 21, 2009

RBS WorldPay and VeriFone Announce 

End-to-End Card Encryption Solution 

- Aug. 11, 2009

Chase Paymentech, VeriFone and Semtek 

Join Forces to Offer End-to-End Encryption

Solution ðOct. 27, 2009

First Merchant Live 11/09

Multiple Merchants Live Q1 ô10

Contracting Merchants for 2010 installs

Major Promotion to base Q1 2010
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http://www.chasepaymentech.com/


What to look for in an end-to-end encryption 
solution

Ç True end to end encryption from the card read

Ç Encryption in a TRSM for security from hackers

Ç Format preserving encryption to eliminate the need for software changes

Ç A solution that is compliant with existing POS / EFT software

Ç Strong encryption and secure encryption key storage

Ç Industry standard and certified encryption key management

Ç An encryption monitoring component to ensure 100% encryption compliance

Ç A solution that meets the Visa Data Field Encryption Best Practices

Ç A solution that is proven and field tested in large merchant environments

27



End to End Encryption: Case Study

•Top 50 US retailer, 1,000+ locations & 5,000+ lanes

•Implemented VeriShield Protect end-to-end encryption

•Completed a 90-day chain-wide roll out in 2009

•Processing ~1M transactions a day

•No impact on consumers or store personnel

•No POS changes required

•Less than 30ms impact on total transaction time

•Removed all un-encrypted cardholder data from their 

environment

•De-scoped POS and all store systems from PCI DSS

•Successful PCI DSS validation, ROC issued
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Summary

Å5 simple points

ð Lots of data breaches, they cost money and damage brands.

ð Compliance is a must and costs are significantly increasing.

ð E2EE does reduce compliancy costs.

ð Format preservation makes implementation simple and cost 

effective.

ð VeriFoneõs VeriShield Protect is format preserving.
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For More Information

Visit
www.verifone.com/sites/verishield-protect.aspx
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Martin Holloway
Martin_Holloway@VeriFone.com
+44 7887 802723
+44 1895 275214

mailto:Martin_Holloway@VeriFone.com
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