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How to Reduce Card-Not-Present 
Fraud and Safely Accept More 

Online Orders Through Collaboration
Retail Fraud 2010 Masterclass Session –

4/20/2010

VIDEO 
PRESENTATION
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What You Will Learn Today
1. Today’s fraud problem and how detection has evolved
2. How collaboration advances the state of the art in fraud detection
3. What is Ethoca360 Negative Signals
4. How Ethoca360 Negative Signals works with your existing fraud 

solutions to make them better
5. Security, privacy, PCI compliance and data integrity – how it all 

works with collaboration
6. How to apply and get started using free Negative Signals
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TCoF is Only Tip of the Iceberg

• 6 times as much 
revenue lost to “fear 
of fraud” as there is 
to actual fraud (FTC)

• Your competitor’s fraud 
problem is your fraud 
problem

• Collaboration 
represents win-win-win 
opportunity to melt the 
iceberg
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Fear of fraud facts
• 50% internet users avoid 

shopping online fearing 
financial information will 
be stolen

• 49% of those who 
express concern about 
fraud/security will not 
make any online 
purchases

• Among previous fraud 
victims
– 12% no longer shop online

– 25% report they shop less 
frequently

– 19% report they spend less 
when they shop online 

* Source: Verisign
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CyberSource says:

• 71% of consumers are concerned with the level of risk when 
shopping over the web, an increase of 5% over 2008

• 41% of consumers say they don’t shop online primarily because 
they are concerned about safety/security

• 24% of consumers say it is merchants’ responsibility to make 
online shopping safe (the largest grouping of answers)

2010
UK Online Fraud Report
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Timelines

meetings at industry 
conferences, sharing best 

practices

manual sending of emails 
among small groups, hot 

card file
automated collaboration 

(Ethoca360 Signals)merchants working alone

scan historical data
homegrown tools,

manually screen everything 

niche tools (device ID, 
geolocatiion)

AVS/identity check/CVV2
blacklists/whitelists

rules engines
workbenches

order dispositioning
3D Secure

multi-strategy 
workbenches/hybrid 

solutions

individuals/small time 
hackers

criminals with plans
organized criminals living 

entirely from online 
channel

sophisticated multi-national 
cybergang businesses 

wiith established 
ecosystem

1995 2000 2005 2010+

fraud

tools

collaboration
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Fraud Arms Race

• Every advance in 
fraud screening is met 
by more sophisticated 
attacks by fraudsters

• Only more “knowing” 
and less “predicting” 
can neutralize the 
fraudster 
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Missing piece of fraud fighting 
puzzle

• Merchant’s own  
historical data

• Manual reviews
• Anti-fraud analytics 

tools
• 360 degree view of 

online shopping 
behavior
• Automated global 

collaboration platform 
for safe + secure 
merchant data pooling
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Benefits of collaboration
• Reduces false 

positives
• Boosts manual review 

productivity
• Faster order 

processing
• Lower customer insult 

rate
• Less “fear of fraud”
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FREE FOREVER COLLABORATION
Ethoca360 Negative Signals 

• Compares orders with DB over 500 million and growing
• Finds negative matches

– Chargeback history
– Rejection history
– Blacklisted data
– Data inconsistencies
– Velocity issues

• Compatible, additive to all existing tools, processes
• Connect via real-time XML API

or batch mode or single transaction check

*Limited Time Offer*
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Collaboration 101

Check YOUR 
payment history.

Check OTHERS’ 
payment history.
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Submitting a Single 
Transaction Check
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Transaction Check Results

14
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Partner Availability

MANY MORE 
PARTNER 

ANNOUNCEMENTS 
COMING SOON 
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41st Parameter FraudNet
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Ethoca360 Signals within GB 
Group’s URU/ID3 Check

Warning signal provided “Investigate”  signals details

17
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Security, Privacy, Data Integrity
• PCI DSS compliant

• Adheres to strictest privacy regulations worldwide 

– Based in Ireland

– Complies with all EU standards and laws

– Audited to AICPA standards

• No data shared or directly accessible
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Key Messages
• Collaborating is a win-win-win
• Collaboration 101 – access to others’ payment 

experiences
• Ethoca360 Negative Signals free forever offer is live
• Available directly or through partners
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Applying for Free Negative Signals

Apply

Validation

Login info

Data, API
Use!

Apply at: ethoca.com/negative-signals-apply-now/

Contact us directly (sales@ethoca.com) 
or speak to your payment and/or fraud 
solution provider.

Keegan Johnson
President
keegan@ethoca.com

Andre Edelbrock
CEO
andre@ethoca.com

Warren de Villiers
Director, Product and 
Professional Services
warren@ethoca.com
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